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Proofpoint Essentials 

EMAIL SECURITY
	 Robust anti-spam and  
	 multi-layered anti-virus protection

	 Advanced protection against
	 malicious URLS and attachments

	 Security for sensitive data
	 leaving the organisation

	 Intelligent content filtering

	 Search and e-discovery cloud
	 email archive

	 Redelivery of any inbound email
	 lost or deleted in the last 30 days

	 Protection of social media  
	 properties from spam and malware

	 Emergency Inbox for 24/7
	 email continuity

Proofpoint Essentials 

SECURITY AWARENESS 
	 Reduce successful phishing attacks
	 and malware infections by up to 90%

	 Change user behaviour

	 Provide consistent training
	 designed for SMBs

	 Learn in more than 35 languages

	 Track results with easy-to-digest  
	 reporting

	 55+ security awareness modules

	 Video, text and audio content options

	 Run Phish tests

Educate and protect your customers with our industry leading email security & training platform.

Two solutions, one portal. Enhance your role as the trusted security partner for your customers 
with Proofpoint Cloud & MSP

KEY FEATURES FOR MSPS:

MULTI-TIERED 
MULTI-TENANTED

VENDOR CLOUD 
HOSTED

SINGLE PANE
OF GLASS

MONTHLY
BILLING

NO 
COMMITMENTS

24/7
SUPPORT

FREE
50 USER NFR

GARTNER
QUADRANT LEADER
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Business
Package

Business
+

Advanced
Package

Advanced
+

Professional
Package

Professional
+

Anti-spam/ 
anti-virus

✓ ✓ ✓ ✓ ✓ ✓

Custom content  
filtering

✓ ✓ ✓ ✓ ✓ ✓

Imposter email  
protection

✓ ✓ ✓ ✓ ✓ ✓

URL defense ✓ ✓ ✓ ✓ ✓ ✓

Predictive  
URL Defense

✓ ✓ ✓

Attachment  
defense  
reputation

✓ ✓ ✓ ✓ ✓ ✓

Attachment  
defense  
sandboxing

✓ ✓ ✓ ✓

Social Media  
Account  
Protection

✓ ✓ ✓ ✓

Advanced BEC  
Detection

✓ ✓

Email Warning tags ✓ ✓

One-Click  
Message Pull

✓ ✓ ✓

Outbound filtering ✓ ✓ ✓ ✓ ✓ ✓

Data loss  
prevention

✓ ✓ ✓ ✓ ✓ ✓

Email encryption ✓ ✓ ✓ ✓

Emergency inbox 30 Days 30 Days 30 Days 30 Days 30 Days 30 Days

Email spooling 30 Days 30 Days 30 Days 30 Days 30 Days 30 Days

Exchange  
and Office 365  
support

✓ ✓

Search  
and discovery

✓ ✓

Data import  
and export

✓ ✓

Core
protection

Email
continuity

Email
archiving

Targeted
attack
protection

Outbound
email
protection
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Microsoft - E3 Mimecast -  
CyberResilience
Foundation Plus

Essentials -  
Professional +

Anti-spam/anti-virus
✓ ✓ ✓

Custom content filtering
✓ ✓ ✓

Imposter email protection
✓ ✓ ✓

URL defense
✓ ✓

Predictive URL defense
✓ ✓

Attachment defense  
reputation

✓ ✓

Attachment defense  
sandboxing

✓ ✓

Social media account  
protection

✓

Advanced BEC detection
✓

Email warning tags + ✓

One-click message pull
✓

Outbound filtering
✓ ✓

Data loss prevention
✓ + ✓

Email encryption
✓ + ✓

Emergency inbox
✓ 30 Days

Email spooling
✓ 30 Days

Exchange and  
Office 365 support

OnlyO365 or  
via 3rd party 
connectors

✓ ✓

Search and discovery ✓ ✓ ✓

Data import and export Hold & export ✓ ✓

Phishing simulations ✓ +

55+ training modules
✓ +

Security
awareness
training

Email
archiving

Email
continuity

Outbound
email
protection

Targeted
attack
protection

Core
protection
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